Diabetes Digital App Technology: Benefits, Challenges, and Recommendations. A Consensus Report by the European Association for the Study of Diabetes (EASD) and the American Diabetes Association (ADA) Diabetes Technology Working Group.
Digital health technology, especially digital and health applications ("apps"), have been developing rapidly to help people manage their diabetes. Numerous health-related apps provided on smartphones and other wireless devices are available to support people with diabetes who need to adopt either lifestyle interventions or medication adjustments in response to glucose-monitoring data. However, regulations and guidelines have not caught up with the burgeoning field to standardize how mobile health apps are reviewed and monitored for patient safety and clinical validity. The available evidence on the safety and effectiveness of mobile health apps, especially for diabetes, remains limited. The European Association for the Study of Diabetes (EASD) and the American Diabetes Association (ADA) have therefore conducted a joint review of the current landscape of available diabetes digital health technology (only stand-alone diabetes apps, as opposed to those that are integral to a regulated medical device, such as insulin pumps, continuous glucose monitoring systems, and automated insulin delivery systems) and practices of regulatory authorities and organizations. We found that, across the U.S. and Europe, mobile apps intended to manage health and wellness are largely unregulated unless they meet the definition of medical devices for therapeutic and/or diagnostic purposes. International organizations, including the International Medical Device Regulators Forum and the World Health Organization, have made strides in classifying different types of digital health technology and integrating digital health technology into the field of medical devices. As the diabetes digital health field continues to develop and become more fully integrated into everyday life, we wish to ensure that it is based on the best evidence for safety and efficacy. As a result, we bring to light several issues that the diabetes community, including regulatory authorities, policy makers, professional organizations, researchers, people with diabetes, and health care professionals, needs to address to ensure that diabetes health technology can meet its full potential. These issues range from inadequate evidence on app accuracy and clinical validity to lack of training provision, poor interoperability and standardization, and insufficient data security. We conclude with a series of recommended actions to resolve some of these shortcomings.